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Subject: Date: 8/13/11  September, 2011 PC World p 84
Purpose: Really clean up a hard disc when you discard or sell a computer (Or you can use a sledge hammer on the hard drive, which works satisfyingly well.)

1. Hard Drive Eraser www.find.pcworld.com/72031  works with non-system hard drives.  So it can be used to clean up UDB drives.  Does a DoD secure erase, a 3x overwrite, but even more secure options are available.  It also can erase non-system partitions on a hard drive.

2. Darik’s Boot and Nuke www.find.pcworld.com/72030 erases all drives in a computer including the system drive. 

3. Selective file shredding (DOD 5220.22-M) with Eraser and CCleaner to thwart forensics tools

4. A continuation of my file erasing video, this video shows how to use Eraser and CCleaner to help thwart forensics tools.  http://www.irongeek.com/i.php?page=videos/selective-file-shredding-dod-5220-22-m-with-eraser-and-ccleaner-to-thwart-forensics-tools&mode=print 
Get Eraser and CCleaner 
Get Eraser at http://www.heidi.ie/eraser/download.php 
Get CCleaner at http://www.piriform.com/ccleaner or 

http://download.cnet.com/3001-2086_4-10315544.html?spi=575ece58afe098f45f9364eda735f290   from CNET, a safe software source. 
Audio and text file explains the process at 

http://www.irongeek.com/i.php?page=videos/selective-file-shredding-dod-5220-22-m-with-eraser-and-ccleaner-to-thwart-forensics-tools&mode=print   

5. Other links:
Eraser

 http://www.heidi.ie/eraser/ 

 CCIeaner

 http://www.ccieaner.com/ 

 Darik's Boot and Nuke

 http://dban.sourceforge.net/ 

 Flle Shreddlng

 http://en.wikipedia.org/wiki/Shredding 

 Blnrev Eplsode 149

 http://www.binrev.canlradiolarchive1binrev149.mp3 

Cyberspeak Podcast

 http://cyberspeak.libsyn.com/ 
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